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Executive Summary

The Halifax Port Authority is a Canadian Port Authority established under Section
8 of the Canada Marine Act. Pursuant to Section 61 of the Act, the Halifax Port
Authority is required to take appropriate measures for the maintenance of order,
safety and security of persons and property in marine areas in the Port of Halifax
(hereafter referred to as the Port).

The Halifax Port Authority operates and has direct jurisdiction over a number of
areas and marine facilities within the Port; these include the Halifax Port
Authority Administration Building, the Ocean Terminals, the Seaport Cruise
Vessel Facility, and the Richmond Terminals. Further, the Halifax Port Authority
is the corporate entity responsible for administering the Port.  Marine facility
operators within the Port, including the Halifax Port Authority for those facilities
that operate under its direct jurisdiction, are required to comply with the
requirements of Parts 3 and 5 of the Marine Transportation Security Regulations
of November 2004 (updated 26 December 2007). In particular, marine facility
operators are required to comply with the regulations and procedures intended to
govern the administration of the Transport Canada programme for the granting of
security clearances where required, as well as local programmes for the
issuance of Restricted Area Passes.

Section 502 of the Marine Transportation Security Regulations indicates a
shared responsibility, between marine facilities and the port administration within
a port, for compliance with regulatory requirements for the administration of
security clearances for marine workers. Section 384 indicates that Restricted
Area Passes may be issued by either marine facilities or the port administration.
Within the Port of Halifax, a large segment of the marine worker and service
provider population is employed at numerous facilities across the Port and would
benefit from both the central administration of regulatory requirements and the
use of a common, regulation compliant Restricted Area Pass. Therefore, in order
to:

1 ensure uniform compliance with the Marine Transportation Security
Regulations across the Port;

1 best promote efficiency and standardization through the central
administration of security clearances and the issuance of a
common Restricted Area Pass; and

1 encourage the adoption of common procedures and technologies
for access control



the Halifax Port Authority has assumed local responsibility in these matters and
has developed the Port Community Credentialing Programme, provisions of
which are detailed in this document.

ThisPot Communi ty Credentialing Programme Useros
t o as AGui deo, i s publ i shed t o saanmamar i z e
Transportation Security Regulations, describe t he Portos

organization and supporting infrastructure, detail the administrative procedures
related to the application for a security clearance or Restricted Area Pass, and
outline protocols and procedures for controlled access to marine facilities in the
Port of Halifax as described and where applicable.
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1.0 INTRODUCTION

1.1 Applicability

1.1.1 The Halifax Port Authority is a Canadian Port Authority established under
Section 8 of the Canada Marine Act. Pursuant to Section 61 of the Act, the
Halifax Port Authority is required to take appropriate measures for the
maintenance of order, safety and security of persons and property in marine
areas in the Port of Halifax (hereafter referred to as the Port).

1.1.2 The Halifax Port Authority operates and has direct jurisdiction over a
number of areas and marine facilities within the Port; these include the Halifax
Port Authority Administration Building, the Ocean Terminals, the Seaport Cruise
Vessel Facility, and the Richmond Terminals. Further, the Halifax Port Authority
is the corporate entity responsible for administering the Port.  Marine facility
operators within the Port, including the Halifax Port Authority for those facilities
that operate under its direct jurisdiction, are required to comply with the
requirements of Parts 3 and 5 of the Marine Transportation Security Regulations
of November 2004 (updated 26 December 2007). In particular, marine facility
operators are required to comply with the regulations and procedures intended to
govern the administration of the Transport Canada programme for the granting of
security clearances where required, as well as local programmes for the
issuance of Restricted Area Passes.

1.1.3 Section 502 of the Marine Transportation Security Regulations indicates a
shared responsibility, between marine facilities and the port administration within
a port, for compliance with regulatory requirements for the administration of
security clearances for marine workers. Section 384 indicates that Restricted
Area Passes may be issued by either marine facilities or the port administration.
Within the Port of Halifax, a large segment of the marine worker and service
provider population is employed at numerous facilities across the Port and would
benefit from both the central administration of regulatory requirements and the
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use of a common, regulatory compliant Restricted Area Pass. Therefore, in
order to:

1.1.3.1 ensure uniform compliance with the Marine Transportation
Security Regulations across the Port;

1.1.3.2 best promote efficiency and standardization through the
central administration of security clearances and the
iIssuance of a common Restricted Area Pass; and

1.1.3.3 encourage the adoption of common procedures and
technologies for access control

the Halifax Port Authority has assumed local responsibility in these matters and
developed the Port Community Credentialing Programme, provisions of which
are detailed in this Guide.

1.2 Purpose and Scope

1.2.1 This Por t Community Credent is&ulidenhgreafer ogr a mme
referred to as AGui deo, i's publ i shagre t o s umr
Transportation Security Regulations, describe t he Portos C
organization and supporting infrastructure, detail the administrative procedures

related to the application for a security clearance or restricted area pass, and

outline protocols and procedures for controlled access to marine facilities in the

Port of Halifax as described and where applicable.

1.3 Distribution and Handling

1.3.1 This Guide is an UNCLASSIFIED document which is not intended for
dissemination to the general public, although it will be available for Web viewing
by interested stakeholders at the following address:

http://lwww.portofhalifax.ca/english/port-at-a-glance/port-security/index.html

1.3.2 Web posting of the Guide is authorized by the Manager, Port Security and
Marine Operations, who is listed by name on page 2. Due to the perishable
nature of the information and concerns for the environment, print copies are
strongly discouraged.



1.4 Audit and Amendment Procedures

1.4.1 The Guide will be amended, as required, under the direction and
authorization of the Manager, Port Security and Marine Operations, with the date
and amendment number noted in the Revision History table on page 4 of this
document. The Port Credentialing Officer shall maintain an electronic record of
the dates that individual amendments enter into force.

1.4.2 The Manager, Port Security and Marine Operations shall direct the audit of
this document annually, effective on the day on which the current version of
document is approved, and in response to:

1.4.2.1 amendments to Transport Canada Acts and Regulations;

1.4.2.2 changes in Halifax Port Authority procedures or security
arrangements, including the introduction of new equipment;
or

1.4.2.3 constructive feedback from the Port Community.

1.4.3 If the audit reveals deficiencies or outdated content, this document shall
be amended as previously noted. A written record shall be kept of each audit
(see page 5 of this document), even if it does not result in a text amendment.
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2.0 PORT COMMUNITY CREDENTIALING PROGRAMME

2.1 Programme Overview

2.1.1 In response to evolving Transport Canada Marine Transportation Security
Regulation credentialing directives that are discussed in more detail at Section
2.2, the Halifax Port Authority operates a scheme of security credentialing which
applies to all personnel who require access to Port Restricted Areas as defined in
the Marine Transportation Security Regulations. All personnel who require
access to these areas are credentialed and issued with some form of Restricted
Area pass, while those who require unescorted access to Marine Transportation
Security Regulations defined Restricted Areas Two, for approved business
purposes or in the performance of their work duties, are subject to the Transport
Canada security clearance process. Credentials issued under the programme
are monitored, managed and perishable.

2.1.2 It should be stated from the onset that access to Port facilities, and receipt
of the products and services of the Port Community Credentialing Programme,
are privileges and not rights. Further, administration of the Port Community
Credentialing Programme for the thousands of personnel who require its services
is time consuming and costly. In order to mitigate the cost of this effort, the
Halifax Port Authority has instituted an associated fee, further detailed in Section
3.4.2.

2.2 Transport Canada Marine Transportation Security
Regulation Requirements

2.2.1 The following definitions are applicable to the subjects discussed within
this Guide:

2211 Restricted Area. A Restricted Area is an enclosed area
identified by signage within a port facility where access is
restricted to personnel who are authorized by the facility
operator;

2.2.1.2 Restricted Area Pass. A Restricted Area Pass is a
document or other piece of identification that is issued under
the authority of a facility operator and is used to:

22121 authorize the holder to access a Restricted
Area; and
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2.2.1.3

2.2.1.2.2 permit rapid recognition of personnel who have
accessed a Restricted Area or Restricted Area
Two (refer to Sections 2.2.2 and 2.2.3 for
additional detail), and assist in the distinction of
those who are authorized access from those
who are not.

For the remainder of this Section, discussion on this point will
remain generic; Section 3.0 provides additional Port specific
detail; and

Temporary Restricted Area Pass. A Temporary Restricted
Area Pass is a document or other piece of identification that
Is issued under the authority of a facility operator and is used
to authorize the holder to access a Restricted Area on a
temporary basis. Temporary Restricted Area Passes may
be issued to persons who only infrequently require access to
a Restricted Area, or who are awaiting the issue of a
permanent credential.

2.2.2 As required by Section 329. (3) of the Marine Transportation Security
Regulations, within a marine facility, Restricted Areas are established for:

2221

2.2.2.2

2.2.2.3

2224

land areas adjacent to vessels interfacing with the marine
facility;

areas in which security-sensitive information is kept,
including cargo documentation;

areas containing the central controls for security and
surveillance equipment and systems and areas that contain
the central lighting system controls. See Section 2.2.3.1 for
additional detail;

areas containing the critical infrastructure of the marine
facility, such as:

22241 water supplies;
22242 telecommunications;
22243 electrical systems; and

22244 access points for ventilation and air-
conditioning systems;
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2.2.2.5 manufacturing or processing areas and control rooms;

2.2.2.6 locations in the marine facility where it is reasonable to
restrict access by vehicles and persons;

2.2.2.7 areas designated for loading, unloading or storage of cargo
and ships' stores. See Section 2.2.3.3 for additional detail;
and

2.2.2.8 areas containing certain dangerous cargoes.

2.2.3 As outlined in Section 329. (4) of the Marine Transportation Security
Regulations, the following areas are established as Restricted Areas Two:

2.2.3.1 within a container or cruise ship terminal, areas in the facility
that contain the central controls for security and surveillance
equipment and systems and areas that contain the central
lighting system controls; and

2.2.3.2 within a cruise ship terminal, areas that are designated for
the loading or unloading of ships' stores at the cruise ship
terminal, and land areas adjacent to vessels interfacing with
the cruise ship terminal.

2.2.4 Areas designated as either a Restricted Area or a Restricted Area Two
within a marine facility are listed within the respective Marine Facility Security
Plan.

2.2.5 Restricted Areas Two shall be locked at all times when unattended, and
unescorted access to these areas shall be restricted to personnel who have
legitimate, work related reasons for access and who are listed by name within the
Marine Facility Security Plan. It should be noted that these personnel shall be
security screened and granted a current Marine Transportation Security
Clearance prior to being permitted unescorted access.

2.2.6 No person shall enter or remain in a Restricted Area unless they are:

2.2.6.1 the holder of a Restricted Area Pass for that Restricted
Area;

2.2.6.2 a person who does not ordinarily work at the marine facility
and who is being escorted by a holder of a Restricted Area
Pass;

13



2.2.6.3

2264

2.2.6.5

2.2.6.6

a Transport Canada security inspector designated under
Subsection 22(1) of the Marine Transportation Security Act
who is on duty;

a member of one of the following groups who is on duty at
the marine facility or on a vessel at berthed at the marine
facility:

226.4.1 any police force in Canada;
2.2.6.4.2 the Canadian Security Intelligence Service; or

2.2.6.4.3 the Canadian Forces within the meaning of
those words in Part Il of the National Defence
Act;

a provider of emergency services who requires access to
the area for the protection and preservation of life or

property;

a member of the complement of a vessel in the
performance of their duties and in compliance with the
vesseld Ship Security Plan and the Marine Facility Security
Plan.

2.2.7 As outlined in Section 380. (2) of the Marine Transportation Security
Regulations, a commercial truck driver who is required to enter a Restricted Area
Two at a marine facility as part of their commercial activities may enter and
remain in the area to carry out the activities if:

22.7.1

2.2.7.2

2.2.7.3

the driver holds a valid FAST/EXPRES card issued under
the Free and Secure Trade (FAST) program by the Canada
Border Services Agency or the U.S. Customs and Border
Protection;

a Person With Security Responsibilities at the marine
facility informs the driver of all applicable procedures and
requirements, as identified and approved in the Marine
Facility Security Plan, and ensures that the driver meets the
procedures and requirements; and

the driver follows the procedures and requirements

identified by a Person With Security Responsibilities at the
marine facility.
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2.2.8 A passenger of a cruise ship may transit a Restricted Area Two if the
passenger uses a passageway that:

2.28.1

2.28.2

is demarcated for use by passengers in accordance with
the Marine Facility Security Plan; and

is supervised by a person who has a security clearance.

2.3 Port Credentialing Organization

2.3.1 When distilled, the regulations outlined in Section 2.2 imply the following:

23.1.1

2.3.1.2

across marine facilities in the Port, there is a common
requirement for the administration and management of
Transport Canada security clearances for selected
personnel; and

similarly, there is a common requirement for the
administration, production, and management of Restricted
Area Passes and Temporary Restricted Area Passes.

2.3.2 In order ensure uniform compliance with the regulations outlined in
Section 2.2, and for reasons of efficiency and standardization, the Halifax Port
Authority has assumed local responsibility for the administration of security
clearances for marine workers and service providers who serve the Port, and for
the administration and issuance of a common set of Restricted Area Passes that
supports the operation of the Port in a variety of circumstances. Execution of the
aforementioned responsibilities is the daily business of the Port Credentialing
Organization, which is illustrated in Figure 1 below.
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Manager, Port Security and Marine
Operations

Port Credentialing Officer

Credentialing Administrators

Figure 1 Port Credentialing Organization

2.3.3 The Manager, Port Security and Marine Operations oversees the Port
Credentialing Organization; as such, he is responsible to:

2.3.3.1 formulate and recommend credentialing related policy for
the Port Administration;

2.3.3.2 represent the Port in national level credentialing related
forums;
2.3.3.3 as Chair of the Port Security Committee, provide direction

to and receive feedback from the Port Community on
credentialing issues;

2.3.34 oversee Halifax Port Authority communications in
credentialing related matters; this includes responsibility for
Port of Halifax website content; and

2.3.3.5 supervise Port Credentialing Organization personnel in the
performance of their duties.

2.3.4 The Port Credentialing Officer is responsible to the Manager, Port Security
and Marine Operations to:

2.34.1 oversee the activities of the Port Credentialing Office;
2.3.4.2 liaise with local Transport Canada personnel on Marine

Transportation Security Regulations related credentialing
related matters;

16



2.3.4.3

2.3.4.4

2.3.4.5

liaise with Transport Canada on issues related to the
Livescan equipment;

liaise with service support agencies on issues related to the
Credentialing and Access Control Database System (see
Section 2.5 for additional detail); and

liaise with local marine facility supervisors, Marine Facility
Security Officers, and labour organizations on credentialing
related matters.

2.3.5 The Credentialing Administrators are responsible to the Port Credentialing

Officer to:

2.35.1

2.3.5.2

2.3.5.3

2354

2.3.5.5

administer security clearance applications in support of
local marine facility workers and service providers;

operate the Livescan equipment that is hosted by the
Halifax Port Authority and utilized to support the security
clearance process;

operate the Credentialing and Access Control Database
System,

maintain and promulgate credentialing related statistics for
the Halifax Port Authority, marine facility/sponsor and
Transport Canada reporting;

maintain the Port Credentialing Office appointment
schedule.

2.4 Port Credentialing Office T Location, Office Hours and
Contact Information

2.4.1 As illustrated in Figure 2 below, the Port Credentialing Office is located at:

Suite 200

1099 Marginal Road
Halifax NS B3H 4P7

17
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Figure 2 1099 Marginal Road, Home of the Port Credentialing Office

2.4.2 Written correspondence posted to the address listed in Section 2.4.1
should be sent to the attention of the Port Credentialing Officer.

2.4.3 Port Credentialing Office services are available by appointment only; walk
in service is not available. The Port Credentialing Office will make every attempt
to promptly accommodate extraordinary circumstances such as lost or damaged
identification cards. As appointment hours may change in response to service
demand, timings for appointment slots are posted on the Port of Halifax website.
In addition, the Port Credentialing Office will endeavor to keep the Community
informed of any changes via email to supervisors and key stakeholders.

2.4.4 Appointments for Port Credentialing Office services may be made by
calling (902)426-1597.

18



2.5 Halifax Port Authority Credentialing and Access Control
Database System

2.5.1 The Halifax Port Authority has recently implemented a broad scheme of
physical security upgrades that feature sophisticated technologies and integrated
system capabilities. Under this scheme, access control procedures and systems
have been improved, and all Halifax Port Authority facilities have been fitted with
improved access control hardware, such as gates and turnstiles, that are
controlled by a networked system of electronic devices, in the form of vascular
pattern scanners, to support a function driven access control scheme. This
network is supported by the Credentialing and Access Control Database System,
which hosts an extensive personnel and vehicle database, and permits the
progressive, organized and efficient identification and credentialing of Halifax
Port Authority employees, port marine facility stakeholders, pilots, local labour
force, designated agents, service workers and visitors as required by their duties
and in accordance with Transport Canada Marine Transportation Security
Regulation directives. The Credentialing and Access Control Database System
is the central feature of the Port Credentialing Office, and it incorporates the
following features:

25.1.1 a custom designed Access Control Database for Port of
Halifax marine facility employees;

2.5.1.2 a custom designed database for visiting workers;
2.5.1.3 a custom designed database for suspicious vehicles; and
2514 a card production system, for the production of Restricted

Area Passes for personnel, that will support t h e Portos
access control requirements.

2.6 Halifax Port Authority Command and Control System i
Electronic Access Control

2.6.1 The centerpiece of the Halifax Port Authorityd s s ¢ h apgradesoid the
Halifax Port Authority Command and Control System; with the introduction of this
system, the Port has gained a security system that permits the Port to address
modern security challenges. Of relevance to the topics discussed in this Guide,
the Halifax Port Authority Command and Control System:

2.6.1.1 communicates with the Credentialing and Access Control
Database System; and
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2.6.1.2

features a centralized access control system that integrates
remotely located vascular pattern scanners in order to restrict
access to vehicle/rail gates and personnel turnstiles that are
located on Halifax Port Authority properties to Credentialing
and Access Control Database System authorized personnel.

20



3.0 PORT CREDENTIALING OFFICE PRODUCTS AND
SERVICES

3.1 General Information

3.1.1 Further to Sections 1.1.3 and 2.3.2 of this Guide, the Port Credentialing
Office provides a centralized service for the administration of security clearances
for marine workers and service providers who serve the Port, and for the
administration and issuance of a common set of Restricted Area Passes that
supports the operation of the Port in a variety of circumstances.

3.1.2 Sections of 3.2 and 3.3 of this Guide provide detailed information related
to the Transport Canada Security Clearance Programme and the Port of Halifax
Identification Card Programme, which supports Restricted Area Pass
requirements for Port personnel. Sections 3.4 to 3.8 provide information
regarding employer responsibilities, application processes, associated fees, and
activities related to the maintenance of both programmes.

3.2 Transport Canada Security Clearance Programme

3.2.1 General References and Requirements

3.21.1 The purpose of the Transport Canada Security Clearance
Programme is to reduce the risk of security threats to the marine transportation
system by conducting background checks on workers who perform certain duties
or who have access to certain Restricted Areas within marine facilities. The goal
of the Transport Canada Security Clearance Programme is to enhance security
for the marine transportation system in order to benefit the public, passengers,
marine workers, and vessel operators.

3.2.1.2 Part 5 of the Marine Transportation Security Regulations, which
applies to all port workers including those employed by service providers and
commercial contractors who require access to Port of Halifax marine facilities for
the performance of contracted work, entered into effect on December 15, 2007.
The Marine Transportation Security Regulations Section 503 states that
personnel require a security clearance, hereafter referred to as a Marine
Transportation Security Clearance, if they:
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3.21.21

3.21.2.2

3.2.1.2.3

3.21.24

3.2.1.25

3.2.1.2.6

3.21.2.7

require access to a Restricted Area Two;
are a licensed ship's pilot;

are a harbour master or wharfinger appointed under
subsection 69(1) of the Canada Marine Act;

have security responsibilities, including authorized
screening and security guard functions;

take applications for security clearances and the applicants’
fingerprints and facial images, which functions are
performed on behalf of the Minister and for the purposes of
Part 5 of the Marine Transportation Security Regulations;

have access to a cruise ship that is interfacing with a
Restricted Area Two to provide services, supplies or
equipment to the cruise ship or a member of the
complement of the cruise ship;

could cause the failure of a preventive measure, delay the
response to a security incident or adversely affect the
recovery from a security incident as a result of being
assigned or performing any of the following duties,
responsibilities or functions:

3.2.1.2.7.1 access to security information at the marine
facility or port;

3.2.1.2.7.2 the supervision of marine facility operations;

3.2.1.2.7.3 the creation, alteration, control or maintenance
of cargo documentation or crew or passenger
lists by a person who:

3.2.1.2.7.3.1 is present at the marine facility or
port, or

3.2.1.2.7.3.2has advance access to the
documentation or lists, or

3.2.1.2.7.4 the planning or directing of the movement of
cargo or containers at a container terminal,
including their loading and unloading into and
from vessels; or
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3.2.1.2.7.8 are a seafarer who has submitted an application for a
Seafarer's Identification Document.

3.2.1.3 Further to Section 3.2.1.2, it should be noted that a Marine
Transportation Security Clearance is not required if a person requires access to a
Restricted Area Two and is one of the following:

3.2.1.3.1 a person who does not ordinarily work at the marine facility
or port and who is being escorted by a holder of a Marine
Transportation Security Clearance;

3.2.1.3.2 a person who ordinarily works at the marine facility or port
and who is being escorted by a holder of a Marine
Transportation Security Clearance;

3.2.1.3.3 an inspector designated under subsection 22(1) of the
Marine Transportation Security Act who is on duty;

3.21.34 a member of one of the following groups who is on duty at a
marine facility or on a vessel at a marine facility:

3.2.1.3.4.1 any police force in Canada;
3.2.1.3.4.2 the Canadian Security Intelligence Service; or

3.2.1.3.4.3 the Canadian Forces within the meaning of
those words in Part Il of the National Defence

Act;
3.2.1.35 a provider of emergency services who requires access to
the area for the protection and preservation of life or
property;
3.2.1.3.6 a member of the complement of a vessel in the

performance of their duties and in compliance with a vessel
security plan and a Marine Facility Security Plan;

3.2.1.3.7 a commercial truck driver who is required to enter a
Restricted Area Two at a marine facility or port as part of
their commercial activities and under the circumstances
outlined in Marine Transportation Security Regulations
Section 380 (2);or

3.2.1.3.8 a passenger of a cruise ship using a passageway that:
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3.2.1.3.8.1 is demarcated for use by passengers in
accordance with a Marine Facility Security
Plan.

3.3 Port of Halifax Identification Card Programme

3.3.1 General Information

3.3.1.1 Marine facilities in the Port of Halifax feature Restricted Areas as
defined in Section 2.2 of this Guide; access to these areas requires personnel to
be in possession of a valid Restricted Area Pass, or a valid identification
credential and a Temporary Restricted Area Pass. In addition, as previously
mentioned, the Halifax Port Authority has implemented security infrastructure
upgrades that include vehicle/rail gates and pedestrian turnstiles for a number of
access points that protect marine facilities. This equipment is controlled by
vascular pattern scanners at each site, and workers authorized to access various
sites are required to be in possession of an identification card that features an
embedded electronic chip which stores their personal vascular pattern template.
In response to these requirements and in support of upgraded security
infrastructure, the Halifax Port Authority has procured equipment to support the
production of an accepted identification credential, hereafter referred to as the
Port of Halifax Identification Card. This Card serves as a Restricted Area Pass
and satisfies all of the requirements of Part 3 of the Marine Transportation
Security Regulations.

3.3.1.2 It is important to note that, regardless of whether or not a worker
requires a Marine Transportation Security Clearance, all personnel who require
access to either Port of Halifax marine facility Restricted Areas, or facilities that
are protected by these automated vehicle gates and turnstiles, will require a Port
of Halifax Identification Card.

3.3.2 Port of Halifax Identification Cards

3.3.2.1 Card Types

3.3.2.11 There are two different types of Port of Halifax Identification Cards;
both types incorporate a feature that permits a visual distinction intended to
simplify the task of identifying whether or not a worker is credentialed and
cleared to access various sensitive areas as appropriate, and both are imprinted
and processed by the Credentialing and Access Control Database System which
is a feature of the Port Credentialing Office.
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3.3.2.1.2 Personnel who hold a valid Marine Transportation Security
Clearance will be issued with a card that features a red stripe above their picture
bearing the letters "MTSC". Figure 3 demonstrates an example of this type of
card.

Expiry Date: Jun 21 2012

JOHN JOSEPH
DOE

ABC COMPANY INC.

Eye colour: BROWN
Height: §' 10" (178cm)

FPortof

Canadd Halifa&

Figure 3 Port of Halifax Identification Card with MTSC Indicator
3.3.2.1.3 Personnel who do not hold a valid Marine Transportation Security

Clearance will be issued with a card that features a blue stripe above their
picture. Figure 4 demonstrates an example of this type of card.
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Expiry Date: Jun 21 2012

JOHN JOSEPH
DOE

ABC COMPANY INC.

Eye colour: BROWN
Height: 5' 10" (178cm)

Portof

Canada Halifa#

Figure 4 Port of Halifax Identification Card with Blue Stripe

3.3.3 Port of Halifax Temporary Restricted Area Passes

3.3.3.1 General Information

3.3.3.1.1 There are several circumstances where an individual may require
access to a Restricted Area or Restricted Area Two but may not be in personal
possession of a valid Port of Halifax Identification Card. These include cases
where:

3.3.3.1.1.1 the individual is waiting for notice of approval of their Marine
Transportation Security Clearance application;

3.3.3.1.1.2 the individual is waiting for an appointment for the
production of a Port of Halifax Identification Card,
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3.3.3.1.1.3 the individual is a holder of a valid Port of Halifax
Identification card and is in one of the following
circumstances:

3.33.1.131 they have forgotten their Card; or

3.3.3.1.1.3.2 they have lost their Card or it was
accidentally destroyed and they are
waiting for a replacement for which they
have made a request; or

3.3.3.1.1.4 the individual does not ordinarily work at the port or marine
facility and, in the performance of their duties, requires
temporary access to a Restricted Area or a Restricted Area
Two. Note: For the purpose of this section, temporary
access is defined as a period of one day or less.
Individuals requiring multi-day access will be directed to the
Port Credentialing Office in order to be processed for a Port
of Halifax Identification Card.

3.3.3.1.2 Personnel who require access to a Restricted Area or Restricted
Area Two and who fall under the categories described in Section 3.3.3.1.1 will
require a Temporary Restricted Area Pass. The Credentialing and Access
Control Database System is capable of producing temporary passes that support
the requirements of these circumstances and the corresponding requirements of
Marine Transportation Security Regulations Sections 384 1 394.

3.3.3.2 Card Types

3.3.3.2.1 There are two different types of Port of Halifax Temporary
Restricted Area Passes. Bothtypes of <card feature a
and both types incorporate features that permit a visual distinction between the
two. These distinguishing features are intended to simplify the task of identifying
whether or not a worker is credentialed and cleared to access various sensitive
areas as appropriate.

3.3.3.2.2 Personnel who hold a valid Marine Transportation Security
Clearance wi ||l be issued with a card
bearing the letters "MTSC". Figure 5 demonstrates an example of this type of
card.
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Portof
Halifaxz

Temporary Restricted
Area Pass

8001
[

Figure 5 Port of Halifax Temporary Restricted Area Pass with MTSC Indicator

3.3.3.2.3 Personnel who do not hold a valid Marine Transportation Security
Clearance wil| be issued wiodhamdcardl adast f

Figure 6 demonstrates an example of this type of card.
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Halifaz

Temporary Restricted
Area Pass

8001
)

Figure 6 Port of Halifax Temporary Restricted Area Pass with Blue Stripe

3.3.3.3 Roles and Responsibilities i Ship Security Officers and
Marine Facility/Service Provider Employers

3.3.33.1 Port workers, shipbs crew and empl oye:
and contractors should be aware of the circumstances under which they may

require a Temporary Restricted Area Pass (namely those circumstances that are

outlined in Section 3.3.3.1). Temporary Restricted Area Passes may be obtained

at the main security gate or guardhouse of any Port of Halifax marine facility; day

passes for a specific facility should be obtained at that facility. Employers, Ship

Security Officers, and Service Provider/Contractor management are requested to

assist in the awareness effort by making this information available to their

employees and visitors.
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3.3.3.3.2 While individual marine facilities are free to have manufactured
Temporary Restricted Area Passes that meet the requirements of the Marine
Transportation Security Regulations, Port of Halifax versions of these cards can
be procured from the Port Credentialing Office for a fee of $2 per card ordered.

3.3.34 Lost or Damaged Card - Reporting Procedures

3.3.34.1 All Port of Halifax Temporary Restricted Area Passes issued
remain the property of the Halifax Port Authority. The loss of a card or any
damage must be reported by the holder of the card to the security check point
where it was issued, immediately on discovery. Persons With Security
Responsibilities shall brief card holders of this requirement before the card is
issued.

3.3.34.2 Each Port of Halifax Temporary Restricted Pass bears a serial
number; serial number lots are assigned for each marine facility for which passes
are produced. Company security officers should carefully track the use of these
cards and ensure that lost cards are reported to the Port Credentialing Office
(426-1597).

3.4 Products and Services i Fees and Employer
Roles/Responsibilities

3.4.1 General Information

3411 This Section of the Guide provides detailed information related to
the fee structure and employer responsibilities related to both the Transport
Canada Security Clearance and the Port of Halifax Identification Card
Programmes.

3.4.2 Fee Structure

3.4.2.1 There is a significant administrative effort associated with both the
security clearance and the Port of Halifax Identification Card production process.
In addition, there are costs associated with the physical production of the Cards
and the maintenance of the Credentialing and Access Control Database System
equipment. In order to address these costs, the Halifax Port Authority charges
an initial fee of $50 (plus Harmonized Sales Tax) per individual for the services of
the Port Credentialing Office; this fee is payable to the Halifax Port Authority prior
to the administration of any products or services. Section 3.4.3 provides
additional detail in this matter, while Section 3.7.1 provides information related to
the fee levied for lost or damaged Port of Halifax Identification Cards.
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3.4.3 Roles and Responsibilities T Marine Facility and Service
Provider Employers

3.43.1 The administration and issue of the products and services of the
Port Credentialing Office require employer sanction. Employers of personnel
who are deemed to require either a security clearance or a Port of Halifax
Identification Card shall craft a letter with a complete listing that includes for each
person:

3.43.1.1 surname and all given names;
3.43.1.2 employee or union number as applicable;
3.4.3.1.3 product or service required (security clearance, Port of

Halifax Identification Card, or both);

34314 reason or rationale to support the request for each
individual; and

3.4.3.15 if the employer is not a Port marine facility, the name of the
marine facility where the individual(s) will be employed.

Self employed individuals shall provide a similar letter; an employee or union
number is not required.

3.4.3.2 The aforementioned letter shall be mailed to the Port Credentialing
Office (address listed in Section 2.4.1 of this Guide) on approved corporate
letterhead and signed by an authorized company representative. In addition, in
order to facilitate and make efficient any additional requirements or
communications, the name and contact information for a designated Company
Representative shall be provided to the Port Credentialing Office; each marine
facility or corporate entity shall designate one Company Representative only.

3.4.3.3 It is important to note that, once a Company Representative is
designated, the Port Credentialing Office will correspond only with the Company
Representative on credentialing related queries. In addition, Port Credentialing
Office notifications concerning Marine Transportation Security Clearance or
credentialing related matters will be passed only to the Company Representative.
This relationship should be communicated to all employees. If the designated
Company Representative is not available for extended periods (ie. in the event of
illness, vacation, or business related travel), the Company Representative should
communicate the name and contact information of a temporary replacement to
the Port Credentialing Office.
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3.4.35 The Port Credentialing Office will review the letter with the list
submitted, and provide the employer (or self employed individual) with a letter in
response that:

3.4.35.1 indicates approval or denial for each person listed; and

3.4.35.2 directs the provision of payment for products and services to
be received.

3.4.3.6 Payment for approved personnel shall be submitted to the Finance

Department of the Halifax Port Authority. While cash payments can be made on

site at the main Administration Building of the Authority (1215 Marginal Road,

Halifax, operating Monday to Friday 8:00am to 4:15pm), corporate cheque or

money order are the preferred forms of payment; these financial instruments

shall be made out t o t Imerdeftblensurethatpayr®eatr t Aut hc
is correctly associated with individuals covered by the payment, a copy of the

approval letter must be included.

3.4.3.7 For the future, the Halifax Port Authority is planning to make
payment by credit card an acceptable option in this matter. Once payment
procedures are fully established, they will be posted to the Port of Halifax website
and included in subsequent versions of this Guide.

3.4.3.8 The Halifax Port Authority has negotiated a special arrangement
with the Halifax Employers Association for workers who are current members of
the Association. Halifax Employers Association workers will be charged for
neither the administration of their security clearance nor their initial issue or first
replacement card, but will be charged for the issue of subsequent cards as
detailed in this Guide.

3.4.3.9 In recognition of established security relationships with the Port of
Halifax, Canada Border Services Agency and Canadian Corps of
Commissionaires personnel are exempt from fees associated with either the
administration of a security clearance or the issue of a Port of Halifax
Identification Card under all circumstances.

3.5 Application Procedures i Transport Canada Security
Clearance

3.5.1 General Information

3511 Appointments for security clearance processing will not be
accepted unless the payment process has been completed. On confirmation of
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payment, the Port Credentialing Office will provide the employer (or self
employed individual) with a letter indicating that appointments for approved
individuals will be accepted.

3.5.1.2 On receipt of this letter, employers of personnel who have been
approved by the Port Credentialing Office for the Marine Transportation Security
Clearance process shall direct these personnel to obtain and complete an
application form, which can be obtained in paper copy at the Port Credentialing
Office, or in electronic/printable copy via the Transport Canada website
http://www.tc.gc.ca/marinesecurity/implementationmtscp.htm. These forms are
self explanatory and they detail the information/documentation required to
support the application process.

3.5.1.3 Personnel who require a Marine Transportation Security Clearance

shall complete the application form with all information details required. Once

forms are completed and all information and documentation gathered, applicants

are to make an appointment with the Port Credentialing Office (426-1597). For

this appointment, applicants are required to bring their birth certificate and

passport; if no valid passportis held, avaliddr i ver 6s | i censiem must b
lieu. Citizenship and immigration documentation is also required, if applicable.

Only original documentation is acceptable; copies are not permitted. A

Credentialing Administrator will verify proper completion of the forms, and

confirm/copy required supporting documentation.

3.5.14 If all documentation is in order on review, the Credentialing

Admini strator wi |l take the applicantds pho
equipment that is hosted at the Port Credentialing Office. This process takes

approximately 15 - 20 minutes to complete, after which all information and

imagery is sent electronically to Transport Canada for review.

3.5.15 The application and approval process can take several months, and
there is nothing that the Port Credentialing Office can do to hasten the process.
Therefore, Marine Transportation Security Clearance requirements should be
carefully considered and the application process commenced in a timely fashion.

3.5.2 Instructions for Proper Completion of the Security Clearance
Application

3.5.2.1 The following points may be helpful to applicants who are in the
process of completing an application:

3.5.2.11 the file number at the top of each page is for Transport

Canada administrative purposes - it is not necessary for the
applicant to complete this portion;
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3.5.2.1.2

3.5.213

35214

3.5.215

the applicant must fill in their Surname and Date of Birth at
the top of pages 2, 3 and 4;

Part AT Requesting Authority:

3.5.2.1.3.1 the applicable sub-section of section 503 of the
Marine Transportation Security Regulations
should be indicated in Part A of the application;

352132 the applicantédés current or pr
be either the Marine Facility for which they
work, or the Halifax Port Authority. The sponsor
address must be completed accordingly and
should be the street address not the mailing
address if the two are not the same; and

3.5.2.1.3.3 the authorized official signing the application
must be either an authorized representative of
the sponsoring Marine Facility or the Halifax
Port Authority;

Part B 1 Enrolment Official:

3.5.2.1.4.1 this section will be signed by the Credentialing
Administrator on completion of the administration
process. No action is required, on the part of the
applicant or the sponsor, to complete this section.

Part Ci Applicant:

3.5.2.1.5.1 Section 17 - If the applicant was born in
Canada record the registration number located
on the front of the birth certificate. Birth
Certificates issued in the province of Quebec
must have been issued after 1994 and will have
a number beginning with 119;

3.5.2.1.5.2 Section 35 - The addresses of the locations
where the applicant has resided must be
continuous for the last 5 years. There cannot
be any gaps between places of residence
during this 5 year period; and

3.5.2.1.5.3 Section 36 - This section must be continuous

for the last five years and should include all
activities such as school, employment, and
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unemployment. If you have been unemployed
during this period please include your home
address during this period.

3.5.2.2 For reference, Appendix A to this Guide provides a detailed example of a
correctly completed Application for Transportation Security Clearance.

3.5.3 Notifications of Approval

3.5.3.1 Transport Canada periodically sends notifications of approved
security clearances to the Port Credentialing Office; in response to this
notification, the Port Credentialing Office creates a corresponding Marine
Transportation Security Clearance Approvals Notification document. In addition,
the Port Credentialing Office maintains a Marine Transportation Security
Clearance Master List (Excel spreadsheet) that details all Port personnel who
hold a valid Marine Transportation Security Clearance. When notifications of
approval are received from Transport Canada, the Approvals Notification and
Master List shall be sent to all Company Representatives discussed at Section
3.4.3.2 of this Guide. The Port Credentialing Office does not notify applicants on
an individual basis.

3.5.4 Notifications of Rejection

3.54.1 Transport Canada sends notifications of rejected security clearance
applications to the Port Credentialing Office; in response to this notification, the
Port Credentialing Office shall notify the Company Representative, discussed at
Section 3.4.3.2 of this Guide, via a sealed letter. The Port Credentialing Office
does not notify applicants on an individual basis.

3.5.5 Notifications of Revocation

3.55.1 Transport Canada sends notifications of revoked security
clearances to the Port Credentialing Office; in response to this notification, the
Port Credentialing Office shall notify the Company Representative, discussed at
Section 3.4.3.2 of this Guide, via a sealed letter.

3.5.6 Notifications of Expiry

3.5.6.1 Using the Marine Transportation Security Clearance Master List,
the Port Credentialing Office monitors the currency of Marine Transportation
Security Clearances of Port workers and notifies Company Representatives of
expirations 6 months in advance of the expiration date. The aim is to provide
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early notification so that the marine worker can submit an updated application,
receive a timely notice of approval, and avoid any restrictions or disruptions to
employment.

3.6 Application Procedures i Port of Halifax Identification
Cards

3.6.1 General Information

3.6.1.1 Appointments for card production will not be accepted unless the
payment process has been completed. On confirmation of payment, the Port
Credentialing Office will provide the employer (or self employed individual) with a
letter indicating that appointments for approved individuals will be accepted.

3.6.1.2 On receipt of this letter, employers shall direct approved personnel
to make an appointment for card production with the Port Credentialing Office
(426-1597). For this appointment, applicants are required to present a valid form
of photo identification; a valid dri
purpose, and it will be checked against the approved list for card production.

3.6.1.3 In order to minimize costs and maximize efficiency for all parties,
personnel who have applied for a Marine Transportation Security Clearance but
are not in receipt of an approval notice should wait until they have an approval
notice prior to making an appointment. Exceptions to this guidance will be made
for Halifax Employers Association sponsored workers who require immediate
access in the performance of their duties; a temporary card with no electronic
access functionality will be produced for these personnel.

3.6.1.4 During the appointment, the Credentialing Administrator will verify
all required information and, if all documentation is in order on review, the
Admini strator wi |l t ankl producé the carg. plh additem

applicants will be electronically associated with their card at this time via a scan
of the vascular pattern on the back of their left hand; this passive scan is not
harmful to the applicant in any way, and the imagery taken will be electronically
i mprinted on a chip the applicantds

3.6.2 Electronic Access

3.6.2.1 As discussed previously in this Guide, the Halifax Port Authority
has invested significantly in technology that permits electronic control over
access to various facilities. The interests of security are best served if this
electronicacc ess i s fAimanagedodo so that i ndi
facilities only when they require it for the performance of their work related duties.
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The Credentialing and Access Control Database System and the Halifax Port
Authority Command and Control System incorporate a level of sophistication that
permit the Halifax Port Authority to activate and deactivate the electronic access
that is facilitated by the Port of Halifax Identification Cards. Although cardholders
will retain their Port of Identification Card for the period of validity and in
accordance with the terms of issue, the Halifax Port Authority intends to utilize
the capability to activate and deactivate electronic access to manage the access
of marine workers, service providers and contractors.

3.6.2.2 As previously stated in Section 2.1.2 of this Guide, access to
Halifax Port Authority facilities is a privilege, not a right. Electronic access rights
will be assigned at the time of card production in accordance with a
predetermined decision map that corresponds with work related requirements;
cardholders cannot request access rights that deviate from the dictates of this
map.

3.6.3 Port of Halifax Identification Cards i Cardholder
Responsibilities

3.6.3.1 A person shall not provide false information for the purpose of
obtaining a Port of Halifax Identification Card.

3.6.3.2 A person shall not use a Port of Halifax Identification Card except
while in the performance of their duties.

3.6.3.3 The holder of a Port of Halifax Identification Card shall return it to
their employer or the Port Administration when:

3.6.3.3.1 the holder ceases to work at a marine facility; or

3.6.3.3.2 the holder otherwise ceases to require the Port of Halifax
Identification Card.

3.6.34 A person shall surrender on demand a Halifax Port Authority
Identification Card in their possession to their employer, the marine facility
operator, the Port Administration, a peace officer or the Minister of Transport
Canada.

3.6.35 A holder of a Port of Halifax Identification Card that has been lost,
stolen or damaged shall immediately report its loss, theft or damage to the Port
Credentialing Office, their employer or the operator of the marine facility where
they are employed. See Sections 3.7.1 and 3.7.2 for additional detail.

3.6.3.6 No person shall:
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3.6.3.6.1 loan or give a Port of Halifax Identification Card that was
issued to one person to another person;

3.6.3.6.2 alter or otherwise modify a Port of Halifax Identification
Card;
3.6.3.6.3 have or use a Port of Halifax Identification Card that was

issued to another person;

3.6.3.6.4 use a counterfeit Port of Halifax Identification Card; or
3.6.3.6.5 make or reproduce a copy of a Port of Halifax Identification
Card.
3.6.3.7 Before receiving their Port of Halifax Identification Card,

cardholders will be required to read and sign a statement that acknowledges their
understanding of the aforementioned responsibilities, as well as any fees
associated with the circumstances outlined in Sections 3.7.1 and 3.7.2.

3.7 Maintenance Issues i Port of Halifax Identification Cards

3.7.1 Lost Card Procedures and Fees

3.71.1 All Port of Halifax Identification Cards issued remain the property of
the Halifax Port Authority. It should be noted that the cards represent documents
that grant federal clearance to Restricted Areas and therefore require special
care; the loss of a card must be reported by the holder of the card immediately
on discovery. Lost cards are to be reported to the Port Credentialing Office (426-
1597).

3.7.1.2 Due to the sophistication and inherent technology of the Port of
Halifax Identification Card, the cards are expensive to replace and should
therefore be treated with care. Regardless of the circumstances of the loss,
there is a fee associated with the replacement of cards as follows:

3.71.2.1 Halifax Employers Association Workers. The Halifax Port
Authority has negotiated a special arrangement with the
Halifax Employers Association on this issue. Halifax
Employers Association workers will be charged for neither
their initial issue card nor their first replacement card in the
event of a loss; however, individual workers will be charged a
fee of $20 (plus Harmonized Sales Tax) for a second and
any subsequent cases of loss; and
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3.7.1.2.2 Halifax Port Authority Employees and Tenant Employees,
Port Operations Stakeholders, Service Providers or
Contractors. Employees of Halifax Port Authority tenants,
port operations stakeholders, service providers or contractors
that provide services to the Halifax Port Authority, Halifax
Port Authority tenants, or any of its hosted business or
corporate entities, regardless of the terms of contract, will be
charged a fee of $20 (plus Harmonized Sales Tax) per lost
card.

3.7.1.3 Further to Section 3.4.3.9, Canada Border Services Agency and
Canadian Corps of Commissionaires personnel are exempt from fees associated
with lost Port of Halifax Identification Cards.

3.7.1.4 Personnel who have lost their Port of Halifax Identification Card will

be required to make an appointment for replacement in accordance with the

procedures list at Section 3.6.1 of this Guide. Cards reported as lost will be

electronically deactivated and the details will be forwarded to security

checkpoints throughout the Port. For personnel who are required to pay, a

cheque or money order made out to the HdAHal
acceptable forms of payment. If payment is required, a replacement card will not

be produced until payment is submitted.

3.7.2 Damaged or Malfunctioning Card Procedures and Fees

3.7.2.1 A damaged or malfunctioning card must be reported by the holder
of the card immediately on discovery. Damaged or malfunctioning cards are to
be reported to the Port Credentialing Office (426-1597).

3.7.2.2 Due to the sophistication and inherent technology of the Port of
Halifax Identification Card, the cards are expensive to replace and should
therefore be treated with care. If damaged or malfunctioning is attributed to
carelessness or abuse, there is a fee associated with a replacement card as
follows:

3.7.2.2.1 Halifax Employers Association Workers. The Halifax Port
Authority has negotiated a special arrangement with the
Halifax Employers Association on this issue. Halifax
Employers Association workers will not be charged for their
first replacement card in the event of damage; however,
individual workers will be charged a fee of $20 (plus
Harmonized Sales Tax) for a second and any subsequent
cases of damage; and
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3.7.2.2.2 Service Providers or Contractors. Employees of service
providers or contractors that provide services to the Halifax
Port Authority, Halifax Port Authority tenants, or any of its
lodger units, regardless of the terms of contract, will be
charged a replacement fee of $20 (plus Harmonized Sales
Tax) per damaged card.

3.7.2.3 Further to Section 3.4.3.9, Canada Border Services Agency and
Canadian Corps of Commissionaires personnel are exempt from fees associated
with damaged Port of Halifax Identification Cards.

3.7.2.4 Personnel who have a damaged or malfunctioning Port of Halifax
Identification Card will be required to make an appointment for replacement in
accordance with the procedures list at Section 3.6.1. The damaged card must be

brought to this appointment. For personnel who are required to pay, a cheque or

money order made out to the AHalifax Port
forms of payment. If payment is required, a replacement card will not be

produced until payment is submitted.

3.7.3 Termination of Employment

3.7.3.1 If the employment of a holder of a Port of Halifax Identification Card
is terminated for any reason, the Company Representative discussed at Section
3.2.2 to this Guide must inform the Port Credentialing Office (426-1597) as soon
as possible so that electronic access to all sites may be deactivated.

3.7.3.2 Employers of terminated personnel are requested to collect the
terminat ed per s o nderificalom ICard om fbehdif afl the fHalifax
Port Authority, and return it to the Port Credentialing Office as soon as possible.
If the employer has difficulty in collecting the card for any reason, it is requested
that the Port Credentialing Office be notified of the circumstances so that a plan
for collection may be formulated.

3.8 Marine Transportation Security Regulation Requirements 1
Possession and Display of Port of Halifax Identification Cards
and Temporary Restricted Area Passes

3.8.1 Section 383 of the Marine Transportation Security Regulations states that
the holder of a Restricted Area Pass shall, when they enter or remain in a
Restricted Area, display the pass on their outer clothing and above their waist
with, except in the case of a Temporary Restricted Area Pass, their photograph
or other facial image visible at all times.
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3.8.2 As the Port of Halifax Identification Card functions as a Restricted Area
Pass, card holders shall conform with both the letter and intent of the
aforementioned regulation. If an individual observed within a Restricted Area or
Restricted Area Two does not conform to this regulation, the individual should
either be challenged to produce their card or the circumstances reported to on-
site security personnel. Further, if an individual is observed within a Restricted
Area Two out of conformance with this regulation and, on being challenged for a
pass cannot produce a pass and is without an escort, the circumstances should
be immediately reported to on-site security personnel.
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4.0 ELECTRONIC ACCESS - PORT OF HALIFAX
MARINE FACILITIES

4.1 Halifax Port Authority Controlled Facilities

4.1.1 Electronic Access Equipment

4111 As previously mentioned, the Halifax Port Authority has recently
implemented a broad scheme of physical security upgrades that feature
sophisticated technologies and integrated system capabilities. With these
upgrades, the Halifax Port Authority has introduced electronic access control at a
variety of perimeter access points; the human interface to this access control
system is presented in the form of a card and biometric geometry reader,
hereafter referred to as a vascular pattern scanner.

41.1.2 The vascular pattern scanner uses passive infrared technology to
capture an individual® unique vascular pattern from below the surface of the skin
on the back of one of their hands. During the card production process that is
carried out at the Port Credentialing Office, new card holders participate in an
enrolment process which involves the capture, encryption and storage of the
vascular template of one of their hands (the Halifax Port Authority standard is the
left hand). Figure 7 illustrates an individual going through the enrolment process
at the Port Credentialing Office.
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Figure 7 Vascular Pattern Enrolment at the Port Credentialing Office

41.1.3 When an individual interfaces with a vascular pattern scanner that
is used for electronic access control at an access point, the individual is required
to simply introduce their Port of Halifax Identification Card to the vascular pattern
scanner and, when prompted, present the same hand that was enrolled to the
vascular pattern scanner; at this point, the live vascular pattern is compared to
the vascular template that is stored on their Port of Halifax Identification Card,
and the individual is either identified if there is a match, or rejected if a match
cannot be made.

41.1.4 The Halifax Port Authority employs two different types of vascular
pattern scanners; one intended for interior use and the other intended for exterior
(outdoor) use. There are minor differences in the procedures required for using
these two different types of vascular pattern scanner; these differences are
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explained in this Guide in Sections 4.1.3. and 4.1.4. Figure 8 below illustrates a
vascular pattern scanner intended for interior use, while Figure 9 illustrates a
vascular pattern scanner that incorporates a weather shield to protect it from the

elements.

Figure 8 Interior Use Vascular Pattern Scanner
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Figure 9 Exterior Use Vascular Pattern Scanner

4.1.2 Access Control Points

4.1.2.2 The Halifax Port Authority has introduced vascular pattern scanners
at access points at the following locations:

41.2.2.1 main entrance to the Halifax Port Authority Administration
Building (1215 Marginal Road);

41222 main entrance to the Cruise Vessel Facility Security
Monitoring Station (2™ Floor, 1068 Marginal Road);

41.2.2.3 vehicle/rail gates and pedestrian turnstiles, Ocean Terminals
North; and
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